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CENTRAL FAX CENTER 

Application No. 10826632 pocket: CNTR.2230) AUG 2 4 2007 

37 CFR 1.111 Amendment dated 08/24/2007 £,w 
Reply to Office Action of 05/29/2007 

AMENDMENTS TO THE CLAIMS 

Kindly amend claims 1, 7, 10, 14, 17, 21-22, and 26 as shown in the following listing of 
claims. The listing of claims will replace all prior versions, and listings, of claims in the 
application: 

Listing of Claims 

1. (Currently Amended) An apparatus for performing cryptographic operations, 
comprising: 

a cryptographic instruction, received by a e^»puting-d^v4€ emicroprocessor as 
part of an instruction flow executing on said microprocessore omputmg 
deviee, wherein said cryptographic instruction prescribes one of the 
cryptographic operations, and wherein said cryptographic instruction 
prescribes that a provided cryptographic key be expanded into a 
corresponding key schedule for employment during execution of said one 
of the cryptographic operations; 

keygen logic, operatively coupled to said cryptographic instruction, configured to 
direct said microprocessoreemp«ting-deviee to expand said provided 
cryptographic key into said corresponding key schedule; and 

execution logic, operatively coupled to said keygen logic, configured to expand 
said provided cryptographic key into said corresponding key schedule. 

2. (Original) The apparatus as recited in claim 1, wherein said one of the 
cryptographic operations further comprises: 

an encryption operation, said encryption operation comprising encryption of a 
plurality of plaintext blocks to generate a corresponding plurality of 
ciphertext blocks. 
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3. (Original) The apparatus as recited in claim 1, wherein said one of the 
cryptographic operations further comprises: 

a decryption operation, said decryption operation comprising decryption of a 
plurality of ciphertext blocks to generate a corresponding plurality of 
plaintext blocks. 

4. (Original) The apparatus as recited in claim 1, wherein said provided 
cryptographic key is stored in memory. 

5. (Original) The apparatus as recited in claim 1, wherein said corresponding key 
schedule comprises an expanded key schedule according to the Advanced 
Encryption Standard (AES) algorithm. 

6. (Original) The apparatus as recited in claim 1, wherein said keygen logic is 
configured to inteipret a key generation field within a control word which is 
referenced by said cryptographic instruction. 

7. (Currently Amended) The apparatus as recited in claim 1, wherein said 
cryptographic instruction is prescribed according to the in struction format for 
execution on an x86-compatible microprocessortfa e x86 instraetjen-fermat. 

8. (Original) The apparatus as recited in claim 1, wherein said cryptographic 
instruction implicitly references a plurality of registers within said computing 
device. 

9. (Original) The apparatus as recited in claim 8, wherein said plurality of registers 
comprises: 

a first register, wherein contents of said first register comprise a first pointer to a 
first memory address, said first memory address specifying a first location 
in memory for access of said plurality of input text blocks upon which said 
one of the cryptographic operations is to be accomplished. 
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10. (Currently Amended) The apparatus as recited in claim 8, wherein said plurality 
of registers comprises: 

a first register, wherein contents of said first register comprise a first pointer to a 
first memory address, said seeond-first m emory address specifying a first 
location in said-memor vmemorv for storage of a corresponding plurality 
of output text blocks, said corresponding plurality of output text blocks 
being generated as a result of accomplishing said one of the cryptographic 
operations upon a plurality of input text blocks. 

1 1. (Original) The apparatus as recited in claim 8, wherein said plurality of registers 
comprises: 

a first register, wherein contents of said first register indicate a number of text 
blocks within a plurality of input text blocks. 

12. (Original) The apparatus as recited in claim 8, wherein said plurality of registers 
comprises: 

a first register, wherein contents of said first register comprise a first pointer to a 
first memory address, said first memory address specifying a first location 
in memory for access of cryptographic key data for use in accomplishing 
said one of the cryptographic operations. 

13. (Original) The apparatus as recited in claim 12, wherein said cryptographic key 
data comprises said provided cryptographic key. 

14. (Currently Amended) The apparatus as recited in claim 8, wherein said plurality 
of registers comprises: 

a first register, wherein contents of said first register comprise a first pointer to a 
fourth- first m emory address, said first memory address specifying a first 
location in memory, said first location comprising an initialization vector 
location, contents of said initialization vector location comprising an 
initialization vector or initialization vector equivalent for use in 
accomplishing said one of the cryptographic operations. 
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15. (Original) The apparatus as recited in claim 8, wherein said plurality of registers 
comprises: 

a first register, wherein contents of said first register comprise a first pointer to a 
first memory address, said first memory address specifying a first location 
in memory for access of a control word for use in accomplishing said one 
of the cryptographic operations, wherein said control word prescribes 
cryptographic parameters for said one of the cryptographic operations, and 
wherein said control word comprises: 

a keygen field, configured to specify that said provided cryptographic be 
expanded into said corresponding key schedule be employed 
during execution of said one of the cryptographic operations. 

16. (Original) The apparatus as recited in claim 1, wherein said execution logic 
comprises: 

a cryptography unit, configured execute a plurality of cryptographic rounds on 

each of said plurality of input text blocks to generate a corresponding each 
of a plurality of output text blocks, wherein said plurality of cryptographic 
rounds are prescribed by a control word that is provided to said 
cryptography unit. 

17. (Currently Amended) An apparatus for performing cryptographic operations, 
comprising: 

a cryptography unit within a microprocessord eviee. configured to execute one of 
the cryptographic operations responsive to receipt by said micro processor 
of a cryptographic instruction within an instruction flow that prescribes 
said one of the cryptographic operations, wherein said cryptographic 
instruction also prescribes that a cryptographic key be expanded into a 
corresponding key schedule b^mpleyedto be employed when executing 
said one of the cryptographic operations; and 
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keygen logic, operatively coupled to said cryptography unit, configured to direct 
said deviee-microprocessor to perform said one of the cryptographic 
operations and to expand said cryptographic key into said corresponding 
key schedule. 

18. (Original) The apparatus as recited in claim 17, wherein said cryptographic key is 
stored in memory. 

19. (Original) The apparatus as recited in claim 17, wherein said corresponding key 
schedule comprises an expanded key schedule according to the Advanced 
Encryption Standard (AES) algorithm. 

20. (Original) The apparatus as recited in claim 17, wherein said keygen logic is 
configured to interpret a key generation field within a control word which is 
referenced by said cryptographic instruction. 

21. (Currently Amended) The apparatus as recited in claim 17, wherein said 
cryptographic instruction is prescribed according to the instruction format for 
execution on an x86- compatibl e micro processorthe^^ii&t^^j^n^rmat. 

22. (Currently Amended) A method for performing cryptographic operations4n~a 
device, the method comprising: 

within a microprocessor, r eceiving a cryptographic instruction that prescribes 
expansion of a cryptographic key into a corresponding key schedule for 
employment during execution of one of a plurality of cryptographic 
operations; and 

expanding the cryptographic key into the corresponding key schedule. 

23. (Original) The method as recited in claim 22, wherein said receiving comprises: 

via a field within a control word that is referenced by the cryptographic 

instruction, specifying expansion of the cryptographic key into the 
corresponding key schedule. 
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24. (Original) The method as recited in claim 22, wherein said expanding comprises: 
loading the cryptographic key from memory. 

25. (Original) The method as recited in claim 22, wherein the corresponding key 
schedule comprises an expanded key schedule according to the Advanced 
Encryption Standard (AES) algorithm. 

26. (Currently Amended) The method as recited in claim 22, wherein said receiving 
comprises: 

prescribing the cryptographic instruction according tojthe instruction format for 
execution on an x86-compatible micropro cessor4 he^g€4nstFustion 
format. 
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